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DETAILED ACTION 
Response to Amendment 

1 . Applicant's arguments with respect to presently pending and non-amended claims 1-21, 
filed on 04/20/2006 have been fully considered but they are not persuasive. The examiner would 
like to point out that this action is made final (MPEP 706.07a). 

Response to Arguments 

2. The applicant's first argument concerns Menezes failure to disclose "simultaneously 
decrypting and re-encrypting" nor any operations involving "video" or "encrypted video" or "a 
combination of the first and the second cipher streams" as recited in claim 1 . The examiner 
respectfully disagrees with the applicant's contentions and would like to draw the Applicant's 
attention to: 

(1) Applicant's invention is a trusted module (TM) that receives a first and second key 
from key server, TM receives encrypted video from broadcast video source, TM generates a first 
ciphering stream based on the received first key to decrypt the received encrypted video, TM 
generates a second cipher stream to re-encrypt the decrypted video data. Therefore the TM 
simultaneously decrypt the encrypted video data using first cipher stream and re-encrypt the 
decrypted video data using second cipher stream based on two different keys, and transmits the 
re-encrypted data to display device to be decrypted by second key. 

(2) the limitation "simultaneously decrypting and re-encrypting" does not clearly identify 
the invention as disclosed in the disclosure. "Simultaneously decrypting and re-encrypting" was 
rejected in the first office action as Kamiya teaches decryption and re-scrambling video data with 
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two different keys. However Applicant still argues saying the two keys used, in Kamiya, to 
decrypt and re-encrypt are disclosed in two different units, which never claimed. 
"Simultaneously decrypting and re-encrypting" also interpreted as CBC of multiple encryption 
method to simultaneously re-encrypting and decrypting plain text data using combination of 
first and second cipher streams, as taught by Menezes pages 233-237, section 7.2.3-7.42, 
Ek2(Ekl(data). And simultaneously encrypted data is also decrypted simultaneously. Video data 
is a data and Menezes data is a video data. And also Kamiya discloses simultaneously decrypting 
and re-encrypting video data (see fig. 1 element 33). Moreover, Kamiya's data is video data. 
Applicant's arguments against the references individually, one cannot show nonobviousness by 
attacking references individually where the rejections are based on combinations of references. 
See In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 
231 USPQ 375 (Fed. Cir. 1986). It is in fact that the argued subject matters are clearly disclosed 
by the applied references as claimed. 

As per Applicant's concerning prior art must suggest the desirability of the claimed 
invention and the motivation must come from the prior art, the Examiner would like to refer to 
MPEP 2144 wherein "The rationale to modify or combine the prior art does not have to be 
expressly stated in the prior art; the rationale may be expressly or impliedly contained in the 
prior art or it may be reasoned from knowledge generally available to one of ordinary skill in the 
art, established scientific principles, or legal precedent established by prior case law. In re Fine, 
837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988); In re Jones, 958 F.2d 347, 21 USPQ2d 1941 
(Fed. Cir. 1992). See also In re Kotzab, 217 F.3d 1365, 1370, 55 USPQ2d 1313, 1317 (Fed. Cir. 
2000) (setting forth test for implicit teachings); In re Eli Lilly & Co., 902 F.2d 943, 14 USPQ2d 
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1741 (Fed. Cir. 1990) (discussion of reliance on legal precedent); In re Nilssen, 851 F.2d 1401, 
1403, 7 USPQ2d 1500, 1502 (Fed. Cir. 1988) (references do not have to explicitly suggest 
combining teachings)." And sufficient motivation to combine is provided in the office action 
dated 01/30/2006. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kamiya et al. 
(Kamiya, Pub. No.: US 2002/0106086 Al) in view of Menezes et al. (Menezes 5 Handbook of 
Applied Cryptography). 

As per claims 1 and 12, Kamiya discloses a method/medium/apparatus having stored thereon 
data representing sequences of instructions which, when executed by a machine, cause the 
machine to perform operations comprising: 

receiving first and second encryption keys from a key server (claim 13 and 15, par. 0105 
and 0118; key generation unit providing keys...); 

receiving encrypted video from a broadcast video source (par. 0093, 0079, 0081, and 
0098; broadcasting encrypted video data to receivers...); 
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generating a first cipher stream based on the first key for decrypting the encrypted video 
(par. Claim 15 5 par. 0043, 0171, 0169 lines 1-6, and par. 0030 lines 4-6; encrypted first key to 
decrypt video data, and upstream system/content provider generates an encrypted digital data in 
using first key)] 

generating a second cipher stream based on the second key (claim 15, par. 0043, 0017, 
0174 and page 1 par. 0010; generating encrypted key stream based on a second key) to re- 
encrypt the decrypted video (par. 0123, 0127 and 0129; the downstream system/receiver device 
re-encrypts the decrypted digital data for further protection); and 

conveying the re-encrypted video to a display device to be decrypted by the display 
device using the second key (par. 0129, [0136-0140] and fig. 4 No. 34). 

Kamiya teaches simultaneously encrypting encryption keys and simultaneously 
decrypting encryption keys (0129). Kamiya fails to explicitly teach simultaneously decrypting 
and re-encrypting the encrypted video using a combination of the first and second cipher 
streams; 

However Menezes discloses a cipher-chaining block (CBC) of multiple encryption 
method to simultaneously re-encrypting and decrypting plain text data using a combination of 
the first and the second cipher streams (page 233-237 section 7.2.3-7.42; simultaneously re- 
encrypting data ...E(x) = Ek2(Ekl (data)) ...decrypted simultaneously ...); 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to employ the teachings of Menezes within the teachings of Kamiya 
because it would allow to provide integrity and confidentiality of data (page 230 section 7.16). 
One would have been motivated to modify the teachings of CBC (simultaneously encrypting and 
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decrypting data) within the system of Kamiya because it would prevent data from being 
intercepted during decryption and re-encryption process when data is in clear. 

As per claims 2 and 13, Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya teaches the method/medium, wherein simultaneously decrypting and re- 
encrypting the encrypted video comprises exclusive OR-ing the encrypted video with the cipher 
stream combination (Kamiya page 9 par. 0123, 0127 and 0129; encrypted key and encrypted 
digital data are received separately and combined together to simultaneously decrypt the 
encrypted key and encrypted digital data and decrypted digital data is further encrypted by the 
receiver); 

As per claims 3 and 14, Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya teaches the method/medium, teach all the subject matter as described above. In 
addition Akiyama teach the method, wherein the cipher stream combination comprises a result of 
exclusive OR-ing the first and second cipher streams (Akiyama page 1 par. 0010-0012, and page 
12 par. 0174; encrypted first key that is encrypted by second key and encrypted second key is 
combined and transmitted to the receiver). 

As per claims 4 and 15, Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya discloses the method/medium, wherein the first key and the second key have 
symmetric agreement (Kamiya page 1 par. 21-24). 
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As per claims 5, 16 and 18, Kamiya and Menezes teach all the subject matter as described above. 
In addition Kamiya discloses the method/medium/apparatus, wherein receiving the first and 
second encryption keys comprises receiving one or more of the first key and the second key over 
a secure authenticated channel (Kamiya page par. 0023, page 4 par. 0047, and page 30 lines 4-6). 

As per claim 6, Kamiya and Menezes teach all the subject matter as described above. In addition 
Kamiya discloses the method, wherein receiving a key over a secure authenticated channel 
comprises receiving the key from a sales server (Kamiya page 3 par. 0030 lines 4-6). 

As per claim 7, Kamiya and Menezes teach all the subject matter as described above. In addition 
Kamiya discloses the method, wherein the secure authenticated channel comprises an Internet 
connection (Kamiya Page 8 par. 0014). 

As per claim 8, Kamiya and Menezes teach all the subject matter as described above. In addition 
Kamiya discloses the method, wherein the secure authenticated channel comprises a telephone 
line (Kamiya Page 1 par. 0021, and page 3 par. 0045). 

As per claims 9 and 20, Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya discloses the method/apparatus, further comprising conveying the second key to 
the display device to enable the display device to decrypt the re-encrypted video (Kamiya page 9 
par. 0123, 0127, 0129, & 0132, and fig. 4 No. 34). 
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As per claim 10 5 Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya discloses the method, wherein the encrypted video is publicly available and 
encrypted with a public key and wherein the first key is a locally available private key (Kamiya 
page 2 par. 0021). 

As per claim 11, Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya discloses the method, wherein the encrypted video is a broadcasted 
entertainment program (Kamiya page 5 par. 0074 lines 5-10). 

As per claim 19 Kamiya and Menezes teach all the subject matter as described above. In addition 
Kamiya teaches the apparatus, wherein the first key and the second key have symmetric 
agreement (Kamiya page 1 par. 21-24) and wherein the combination of the first and the second 
cipher streams is a result of exclusive OR-ing the encrypted video with an encryption stream 
(Akiyama page 1 par. 0010-0012, and page 12 par. 0174; encrypted first key that is encrypted by 
second key and encrypted second key is combined and transmitted to the receiver). 

As per claim 20, Kamiya and Menezes teach all the subject matter as described above. In 
addition Kamiya discloses the apparatus, wherein the computing device conveys the second key 
to the display device to enable the display device to decrypt the re-encrypted video (Kamiya 
Page 2 par. [0031-0032]). 

As per claim 21, Kamiya and Menezes teach all the subject matter as described above. In 
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addition Kamiya discloses the apparatus, wherein the computing device includes a broadcast 
entertainment set-top box (Kamiya page 5 par. 0074 lines 5-10, and page 7 par. 0098 lines 1-3). 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicants 
disclosure. 

EP 0 926 894 Al : Tranchard et al discloses simultaneously encrypting and decrypting 
television video data to control access. 

US 4,642,688: Lowry et al teaches simultaneously decrypting and encrypting television 
signal for low cost, small storage and more reliable in operation. 

JP 1 1-2521 177 A: Ishii teaches a ciphering device simultaneously ciphering digital 
video data. 

US 6,154,542: Crandall discloses simultaneously encrypting and/or decrypting for fast 
cryptography processing. 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
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CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 





